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Message summary

After we concluded with the praise of God and his help and good
compromise from the completion of this study, which came under the
title "Problems of proof in the field of electronic transactions," which is
one of the most prominent legal issues developed, and we dealt with the
mechanisms and stages of various electronic proofing process from a
legal and technical point of view and detailed , And this study has raised
many problems and questions and differences legislative, jurisprudence
and judicial.

As well as a statement of the latest developments and amendments
to the French legislation and other legislation that was under study, and
our goal was to narrate, to put in the hands of the authors of the various
definitions and definitions of the behavior of jurists and the judiciary in
this regard.

E-transactions are one of the modern expressions that have been
introduced into our daily lives as a product of technological and

technological development of modern means of communication.

We found that these transactions are not confined to an organization

or an international or governmental institution, as they spread among
individuals through their access to the Internet. This resulted in many
international or local commercial transactions between individuals,
institutions and governments. This led to the birth of a new type of
contracts Is electronic transactions.

Humanity has entered into a new generation and a digital world
through an artificial virtual space that knows nothing but numbers, data
and information. It has created a new environment for contracting. The
completion of various operations is faster than conventional transactions.
The study, through a statement of the legislative and jurisprudential
position, concluded that the difference between the concepts and terms of
electronic transactions is only in tandem, and that all of them revolve in

Onec casc.

Because of the nature of the environment in which these
transactions are established, severai distinct characteristics emerged. We
found that electronic transactions were remote transactions, could be of a
national or international nature, and then we addressed the third
characteristic. We found that electronic transactions ranged from
negotiation to compliance As for the consumer, electronic transactions do
not differ in composition or content from traditional transactions, which
led us to wonder about the nature of these transactions conducted online.
Are they bargaining. contracts and then subject to the principle of will




and consent between the contracting parties or contracts of compliance
Where the consumer's will to modify the conditions contained in those
contracts is undermined so that the consumer does not have the free will
to negotiate the terms and mechanisms of contracting. We have reached
the difficulty of applying the terms of the contract to the traditional
concept of the contractual relationship between the professional and the

electronic consumer.

In order to implement the transactions eclectronically, it was
necessary to introduce electronic means of payment in line with
modernity, so as to create a new environment instead of the traditional
means, without the need for physical presence, which was one of the

characteristics of this electronic transaction.

After this introductory presentation of the concept of electronic
transactions, we moved to the first section of this thesis, which was
entitled "Legal Regulation of Electronic Evidence," which we divided
into two sections. In Chapter 1, we reviewed how to prepare the written
evidence to perform its role in proving it as a tool to prove the existence
of - - .the contract and 1ts content In transactions.

In this section, we shed light on the elements of proof in the ficld of
electronic editing and how to prepare it, and then prepare it to perform its
role in the proof and the place it can receive in the proof.

We found it appropriate to divide this chapter into two chapters. In the
first chapter we discussed the definition of what is meant by proof in the
field of electronic journals as an introduction to the study. This concept
encountered many difficulties, which result from the traditional concepts

that establish their presence in the paper world .

As we have noted in this chapter, the issue of proof has taken on a
special dimension of challenges in the scope of electronic transactions
concluded over a distance, because of the absence of the material
intermediary on which the contract is being edited and another form of
electronic props. And we found that this contradicts in turn the
principles of proof that a person may not create a guide for himself, it 1s
known that the editor is electronically made by the author and therefore

1S not reliable and 1s not a proof of proof, because the opponent may not
make a guide for himself.

In order to overcome these challenges and other difficulties arising
from the establishment of electronic contracts, the researcher found that
it 1S necessary to adapt the texts and formulate them in order to make this
law able to keep abreast of the technical development in the field of
conclusion of contracts and proof by electronic means, , As is the case
with many Western legislations that have passed their laws in this regard
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By resorting to certain jurisprudential and judicial positions and
comparative laws, we found that they were bold enough to rely on
modern techniques of electronic proof, although this initiative may
sometimes clash with some of the principles and principles imposed by
the traditional rules of evidence enshrined in the Evidence Law at the
time we find The provisions of the judiciary and legislation, first and
foremost French law, have established rules and disciplined provisions to

prove the transactions regardless of the form in which they originated.

The judge, at times, 1s constrained by the rigor of the legal character

of the methods of proof and the rules of the written evidence in the

traditional sense, which does not allow any legal value to be given to
these means of proof.

Hence, the legislative organization was necessary and helpful to
the judiciary in solving the problems that were able to deal with this
deficiency. This position was particularly relevant to the French judiciary
when 1t affirmed the validity and validity of the complete electronic

documents in evidence and as evidence derived from electronic means.

[t 1s worth mentioning that countries differed in the manner of
dealing with the provisions concerning the evidence in the field of
electronic transactions, as dealt with some legislation within the
legislation of an integrated electronic signature, when I set out an
independent law for electronic signature, as did the Egyptian legislation
in No. (i13) of 2004 Of the Electronic Signature Act, while others have
merely modified the rules of proof for electronic signatures, such as the
former French Act No. 230 of 13 March 2000, as well as the new
amendment No. 131-2016 of 10 February 2016 As noted by the states
and from the confused between the two positions, when it was amended
in the prescribed rules of evidence in civil law or the law of evidence, 1n
addition to regulating electronic signature transactions within the e-

commerce law, and those countries and the United Arab Emirates.

In the second chapter, we reviewed how the electronic editor was
prepared in terms of its material support. We noted that the means of
contracting have undergone many changes, in light of the emergence of
modern digital techniques of communication between the parties to the
nodal relationship. Which is intended for legal proof, is a tangible
development when it has changed from its traditional character to its
electronic nature, whose contents can only be accessed using modern

o4y



reading devices, so that the modern text 1s capable of combining written

speech Image and sound, through the use of the computer screen to be

presented as integrated texts or even printed and brought into existence
after remaining in the main memory of the computer.

Thus becoming a general concept of the editor, and in the light of
electronic transactions another concept, which was reflected n a large
way on the means of proof, which led to the definition and characteristics

and the parties and the advantage - sometimes - than paper.

Finally, the study concluded that the electronic editor is only one
of the tools in which the existence and content of the contract can be
proved, and for its preparation there must be other key elements with an
organic, complementary and distinctive link to the elements of proof in
the electronic transactions, the editor, the writing and the signature.
Therefore, we have found it necessary to mingle and adapt legal
solutions to the need to develop traditional concepts and modern
technologies to accommodate these new solutions in the practica
practices on the Internet. Legal solutions thus vary according to technical
capabilities by focusing on the functional dimension of the written
evidence without regard to its form or The pillar that 1s written on 1t, so
that it makes the traditional concept of the written guide able to

accommodate all the forms and patterns produced by modern
technologies.

The second section of this section, which came under the name of
the mechanisms of legal protection of the written evidence after its
formation. In the first chapter, he pointed out that writing 1s considered
the best tool for proving electronic transactions because of the guarantees
of trust, which is often accompanied by a signature And the importance
of writing in the field of proof as the second element of the written
evidence after the editor, which relates to the structure of the editor 1s the
material embodiment of the data contained in the pillar; where writing
has played a prominent role in the field of proof as a The means by
which the expression can be crystallized into the outside world. Writing
1S also necessary for the life of the editor and its existence in the legal
reality and then acceptance and legal recognition and recognition as
proot of proof. As traditional writing has its conventional concept,
modern writing also has a different concept, which was imposed by
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modern scientific and technical development. It 1s no longer required that
written texts should be written on a specific material pillar only, as the
study noted before, Legal or linguistic between the editor and the need to
be written on a paper medium, which requires that there is a legal
environment ready to allow and move from paper support to the other
electronic in a way that absorbs intangible stents, which in turn will

reflect another concept of means of proof and methods, Legal regulation
¢ Dade keeps up with this event The study, in detail, and through a
number of studies, explained the nature of the electronic writing, its
characteristics and conditions, which distinguished it from the traditional
writing due to the development in the field of modern data technology,
and then the technical and technical stages of the process of creating
electronic writing and the necessary standards for its validation. , And the
statement of theses jurisprudence in this regard and the extent of
acceptance and judicial recognition of the i1dea of this writing.

In the second chapter of this section, we reviewed how the
mechanisms used to secure and protect the electronic editors were
provided, which in turn ensured the validity and integrity of the editor,
and then the percentage of its source. Can be compared to the traditional

editor.

Where we found that one of the most important requirements of
reliability in these transactions 1s to verify the authenticity of the
electronic editor, was necessary to bring a real revolution in the field of
network communications, but each of these means to progress modern
oaps, which has become a threat to electronic transactions, On the 1ssue
of addressing these security vulnerabilities discovered by the experts of
modern technology, by finding technical solutions to this dilemma, such
as the means of identifying the character through the passwords and
secret numbers or the means of encryption or biometric means of the user
fingerprints transmitted digitally or symmetrically These are means by
which I want to ensure that communication is confirmed and that the
information about its technical system is validated, which naturally
entails resorting to the idea of certification in order to identify and ensure
that third parties are represented by a third party as a documentation
authority in response to the requirements of safety and trust that must be




met In electronic transactions in general, and electronic signature in
particular.

This is the origin of so-called protection programs and began the
word of protection surfaced on the surface and establish its feet in a wide
area in the world of communications. In the sense that this technical
development has created some means to ensure the integrity and
confidentiality of the content of the information transmitted, including
cryptographic techniques for electronic messages and communications,
and that stakeholders provide confidence through the process of
ratification of these electronic journals, which are generally referred to as

service providers Electronic certification .

In the same context, the study showed the provisions of the
verification of the responsibility and the type of those who certify the
certificate 1n violation of their obligations in the course of several studies

studied 1n this chapter.

Then we moved to the second section, which was titled under the title
of the proof value of the editor of the site and the extent of its validity in
the electronic evidence, and it was also divided into two sections: we
reviewed 1n the first section the legal authority of the editors in the field
of electronic evidence; where the emergence of several explicit texts in
this regard, the need to recognize the editor And even the authoritative
grant of the editorials on the paperback, the requirements of the
comparative legislation require conditions to give this authoritative and
equal value to the traditional editor.

In order to shed light on the above, we found that we divide this
chapter into two chapters. In the first chapter, we devoted to the concept
of electronic signature and its forms, in order to complement the
elements of the electronic editor and prepare him to prepare for his
position in the proof. The first part of this thesis is that we have
completed in this section the third element of proof, the electronic
signature in line with the study plan. The electronic signature is one of
the basic principles of proof and an important condition for documenting
any document, Of various types and means within the institution or
correspondence between institutions inside or outside the State.



We found that the transition from the traditional signature known
long ago as a written expression, placed on a paper document, is done by
hand gesture in the form of a signed signature written to a digital form
that was not a coincidence or merely a dictation of a particular vacuum or

aneed, A legal challenge can not be denied.

Hence, the purpose of the legislator was to give great importance
to the electronic signature, with the aim of achieving reliability,
confidentiality and security for day-to-day transactions and benefiting
from them in other fields. Which made the technicians to provide the
men of law technical means to achieve security and ensure the accuracy
of the appointment of the person who has acted and trust in the conduct
of actions.

As a logical result of all of the foregoing, the law did not hesitate
to accept the granting of the legal authenticity of modern technological
means of communication, once they have achieved the two things are

accuracy and safety; accuracy is the confidence reflected by the means
used, and security 1s achieved by keeping the information and no copies.

The study examined the legislative aspect and explained the
acceptability of this idea. It has become clear to us that there are major
and essential elements that should be available in the signature, from
which the data should be in electronic form and work within the principle
of functional equivalence and neutrality towards the technology used.
Shall be a clear indication of the consent and consent of the contractors
to the content, as the study showed the need to shorten the validity of the
signature relying on the private entities authorized to ratify. And that the
signature in the end was only an indication of the will to create a certain

legal effect.

[f these elements are available together in an electronic signature,
there is nothing to prevent an electronic signature from being accepted as
an alternative to a traditional signature where 1t performs the same

function, but some see it as more secure and stable.

The study in the last chapter of this chapter also shows how
modern technical technological development has created a number of

means and forms that can be used as an alternative to signing up n the
electronic environment, so that we can obtain what can be called an

1)



electronic signature.
Where we found that these means differ from each other in terms of

strength of reliability and security provided by users.

We have found that there are several techniques that provide
users with the highest degree of reliability and security using them as in
the digital signature technology any public key, followed by the degree
of security provided by the biometric signature or so-called personal
characteristics, which can not be impersonated or used by someone other
than the owner, These devices are digital fingerprint, retina or voice
recognition technology, which are special biological characteristics in the
human body, never repeated from one person to another, followed by

importance and reliability, a certain password or credit card number, Put
a p image Traditional signature at the bottom of the message or just write
the name down the message, in the latest list can be used as a signature
electronic means.

The study reviewed the legislative positions of these forms and
images, and we are able to classify laws around the world from this point
of view, in three categories: First: laws that explicitly stated in the
legislation of the type of electronic signature required to use it, ignoring
the common types of electronic signature, Digital. Second, other laws

adopted a progressive standard in terms of the power of electronic
signature in proof, which adopted the principle of technological
neutrality but within certain limits and conditions, thus giving this
electronic signature full power if the conditions of this signature, a mixed
approach, were met. And third, laws that took the idea of functional
equivalence based on the principle of technological neutrality as a
criterion, while not specifying the technology to be used. We have found
that the mixed trend, is to be adopted towards the other two directions as
the study reference before.

In the second chapter, we reviewed the extent to which the
principle of equality of the electronic editor of the traditional expression
was recognized as one of the international efforts to recognize this
equality. The study pointed to the legislative and judicial position, and
then examined in a separate section the conditions of this principle. The

website is electronic, and it applies to all electronic transactions.



In the previous presentation, the study concluded that most of the
legislation adopted the principle of recognition and equality between the
editor and the writing and electronic signature and the traditional ones,
but this within the terms and conditions so that this recognition and
equality 1s recognized, but the problem arises when the law requires a
certain form of conduct. Is the case in the traditional may be required to
convene or be required to prove.

Where the electronic form can be invoked in all legal acts except
when expressly excluded. We have also noted that this formality has
become acceptable in the laws that regulate this issue, including the
French law, the Dubai Transaction Law, e-commerce and other laws, and

despite all the above, there are still types of formal contracts excluded
from the scope of contracts and electronic transactions and remain
subject to traditional contracts, For several considerations due to its
oravity and importance as previously discussed in detail through the three
investigations of this principle.

Then we moved to the second section of this section, which came
under the name of the types of electronic editors and the mechanism of
appeal. In line with the study plan in the past, we found that we divide
this section mto two chapters. In the first chapter, we devoted a
discussion of the types of electronic editors, their relevance and their

place in electronic proof in comparison with their paper theory.

We have found that the mere creation of equality between
clectronic and traditional texts will not work unless it establishes rules
that determine their place and acceptance in practice. These electronic

journals have become a reality that can not be ignored.

Which led to the legislation in most countries of the world to
address this deficiency and the issuance of special legislation dealing
with this innovator and organized in legal form, the emergence of the
editor, which lasted the official transactions, which require the
intervention of a public official of the State so that it can be classified as
described above, The official electronic editor, which is still ambiguous
and controversial; it is therefore different from customary texts that are
commonly mentioned and used in daily transactions between individuals.

We have also noted the importance of differentiation and interaction

between the original editor and the copied image, where electronic

Ty



technologies have added a new dimension to the issue of the distinction
between origin and image and thus have difficulty in distinguishing
between them, unlike the paper pillar.

Therefore, electronic techniques have forced themselves to
reconsider this and to adopt a broad concept of origin in order to agree
with the nature of modern electronic technologies in such a way that
copies of writing on an electronic pillar are considered when the
necessary guarantees, such as origin, However, despite all the above, the
preference for the original editors remains the reason we have studied

this study.

The second and final chapter of this thesis refers to the
mechanisms and methods of law that allow to challenge the validity of

electronic publications. We have found that there arc ways to appea
against the validity of the editor. In order to guarantee the opponent the
right of defense, which invokes these statements are denial or forgery, as
distinguished between them when the appeal to deny: the customary
editor, but the challenge of counterfeiting as the official editor, can also
respond to the customary editor.

The study concluded that there was a need for a special form of
rules to deal with the validity of electronic editors, which appeared to be
inappropriate with the nature of paper-based papers, since they were
essentially based on the presence of the editor on a paper material
support.

The study also suggested the necessity of combining legislative
efforts, especially in Iraqi and Egyptian legislation, by finding means to
challenge the integrity of the electronic editor, including the
counterfeiting of the signature, the mediator or the electronic editor, as
well as the damage or signature of the signature or the mediator or the
electronic editor. Conforms to the nature of electronic e-mails and
removes them from the provisions of the provisions formulated in the
framework of paperwork, as well as the introduction of more deterrent

penalties than provided for in the current legislation.

It should be noted that the provisions of the Electronic Signature
Law and Iraqi Electronic Transactions No. 78 of 2012 have omitted to
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provide for penal sanctions imposed on any person who commits

unlawful acts contrary to the provisions of this law, unlike the law

regulating electronic signature No. 15 of 2004 Article (23) and Tunisian

Legislation In Article (50) and in order to supplement the legislative
deficit we have proposed several texts in this regard.

In light of this technical development, which took place at the
legislative level to keep abreast of all the new technologies, a number of
practical issues emerged betore the courts. They had to be solved in the
light of the judge's discretion, including the need to weigh the electronic

evidence Although rare.

A further problem has also emerged in practice as to the extent to
which the judiciary accepts the idea of agreements between the
contracting parties themselves, as future disputes may arise as a means of
electronic proof, such as paper writing, which may sometimes limit the

judge's discretion Of such agreements 1n the electronic field.

In order to complete this study, we concluded that this study is an
indication of the extent to which the judiciary accepts the idea of non-
signed electronic statements as simple evidence in terms of the legal
authority in the electronic field, in the light of the exceptions stated that
the written evidence must be taken through several demands They were
discussed in detaill . At the end of this study, we reached several

conclusions and recommendations which we have outlined above.

At the end of this study I conclude by saying that I find myself
fair if I am a proponent of issuing new legislation mstead of the
Electronic Signature and Electronic Transactions Act No. 78 of 2012
because there is no regulation and interpretation of the provisions of this
law on the one hand, The lack of legislation and the lack of effective and
adequate treatment of many of the issues we referred to both through the
research or proposals addressed in the study, which requires the addition
of other legal materials, which we find that it may exceed half of the

articles of the current law.
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